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The New State of the Art in Information Security: Now Covers Cloud
Computing, the Internet of Things, and Cyberwarfare

Students and IT and security professionals have long relied on Security in
Computing as the definitive guide to computer security attacks and
countermeasures. Now, the authors have thoroughly updated this classic to reflect
today’ s newest technologies, attacks, standards, and trends.

Security in Computing, Fifth Edition, offers complete, timely coverage of all
aspects of computer security, including users, software, devices, operating
systems, networks, and data. Reflecting rapidly evolving attacks,
countermeasures, and computing environments, this new edition introduces best
practices for authenticating users, preventing malicious code execution, using
encryption, protecting privacy, implementing firewalls, detecting intrusions, and
more. More than two hundred end-of-chapter exercises help the student to
solidify lessons learned in each chapter.

Combining breadth, depth, and exceptional clarity, this comprehensive guide
builds carefully from simple to complex topics, so you always understand all you
need to know before you move forward.

You'll start by mastering the field’ s basic terms, principles, and concepts. Next,
you'll apply these basicsin diverse situations and environments, learning to
"think like an attacker” and identify exploitable weaknesses. Then you will
switch to defense, selecting the best available solutions and countermeasures.
Finally, you'll go beyond technology to understand crucial management issuesin
protecting infrastructure and data.

New coverage includes

- A full chapter on securing cloud environments and managing their unique risks

- Extensive new coverage of security issues associated with user—web
interaction

- New risks and techniques for safeguarding the Internet of Things
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- A new primer on threats to privacy and how to guard it

- An assessment of computers and cyberwarfare—recent attacks and emerging
risks
- Security flaws and risks associated with electronic voting systems
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attacks, countermeasures, and computing environments, this new edition introduces best practices for
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help the student to solidify lessons learned in each chapter.

Combining breadth, depth, and exceptional clarity, this comprehensive guide builds carefully from simple to
complex topics, so you always understand all you need to know before you move forward.

You'll start by mastering the field’ s basic terms, principles, and concepts. Next, you' I apply these basicsin
diverse situations and environments, learning to "think like an attacker” and identify exploitable weaknesses.
Then you will switch to defense, selecting the best available solutions and countermeasures. Finaly, you'll
go beyond technology to understand crucial management issues in protecting infrastructure and data.

New coverage includes

- A full chapter on securing cloud environments and managing their unique risks

- Extensive new coverage of security issues associated with user—web interaction
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Editorial Review

About the Author

Charles Pfleeger isan internationally known expert on computer and communications security. He was
originally a professor at the University of Tennessee, leaving there to join computer security research and
consulting companies Trusted Information Systems and Arca Systems (later Exodus Communications and
Cable and Wireless). With Trusted Information Systems he was Director of European Operations and Senior
Consultant. With Cable and Wireless he was Director of Research and a member of the staff of the Chief
Security Officer. He was chair of the IEEE Computer Society Technical Committee on Security and
Privacy.

Shari Lawrence Pfleeger iswidely known as a software engineering and computer security researcher, most
recently as a Senior Computer Scientist with the Rand Corporation and as Research Director of the Institute
for Information Infrastructure Protection. She is currently Editor in Chief of IEEE Security & Privacy
magazine.

Jonathan Marguliesisthe CTO of Qmulos, a cybersecurity consulting firm. After receiving his Masters
Degreein Computer Science from Cornell University, Mr. Margulies spent nine years at Sandia National
Labs, researching and devel oping solutions to protect national security and critical infrastructure systems
from advanced persistent threats. He then went on to NIST's National Cybersecurity Center of Excellence,
where he worked with avariety of critical infrastructure companies to create industry-standard security
architectures. In hisfree time, Mr. Margulies edits the “Building Security In” section of IEEE Security &
Privacy magazine.

Users Review
From reader reviews:
Mark Carter:

The particular book Security in Computing (5th Edition) will bring that you the new experience of reading
some sort of book. The author style to describe the ideais very unique. Should you try to find new book to
see, this book very appropriate to you. The book Security in Computing (5th Edition) is much recommended
to you to see. Y ou can also get the e-book through the official web site, so you can more easily to read the
book.

Roger Alford:

Playing with family in a park, coming to see the coastal world or hanging out with buddiesis thing that
usually you have done when you have spare time, in that case why you don't try thing that really opposite
from that. 1 activity that make you not sensation tired but still relaxing, trilling like on roller coaster you
have been ride on and with addition details. Even you love Security in Computing (5th Edition), it is possible
to enjoy both. It is fine combination right, you still wish to missit? What kind of hang type isit? Oh come on



its mind hangout people. What? Still don't understand it, oh come on its named reading friends.

Patrice Eubanks:

Beside this particular Security in Computing (5th Edition) in your phone, it may give you away to get more
close to the new knowledge or info. The information and the knowledge you are going to got here is fresh
from the oven so don't aways be worry if you fedl like an outdated people live in narrow community. Itis
good thing to have Security in Computing (5th Edition) because this book offersto you personally readable
information. Do you sometimes have book but you seldom get what it's facts concerning. Oh come on, that
will not end up to happen if you have this within your hand. The Enjoyable blend here cannot be
guestionable, such as treasuring beautiful island. Use you still want to miss this? Find this book and also read
it from currently!

William Johnson:

Baook is one of source of information. We can add our knowledge from it. Not only for students but native or
citizen require book to know the upgrade information of year in order to year. As we know those books have
many advantages. Beside we add our knowledge, can also bring us to around the world. With the book
Security in Computing (5th Edition) we can get more advantage. Don't someone to be creative people? Being
creative person must love to read a book. Merely choose the best book that suitable with your aim. Don't
possibly be doubt to change your life at this book Security in Computing (5th Edition). Y ou can more
inviting than now.
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